HU'GNG DAN CAI DAT VA CAU HINH VPN CLIENT (2)

6. Hréng dan cai dit va cau hinh Shrew Soft VPN Client:

- Shrew Soft VPN Client duoc st dung nhdm thay thé Cisco VPN Client trong tru'dng
hop _mdy tinh/mdy chu khéng twong thich véi phdn mém Cisco (do hé diéu hanh

khéng hé trg, xung dét phén mém, két néi bdo 16i khéng xi ly dworc, 16i twong thich
khdc...)

a. Cai dat:

+ Cac hé diéu hanh ho tro:

HO tro cac hé diéu hanh Windows nhu: Windows 2000, XP, Vista va Windows
7/8 (32bit va 64bit)

HO tro cac hé diéu hanh Linux va BSD nhu: FreeBSD, NetBSD, Fedora Core va
Ubuntu Linux (x86 va amd64)

+ Chuan bj:

Truy cdp vao website: https://www.shrew.net/download va download phéan
mém Shrew VPN Client twong (rng v&i hé diéu hanh

Dai véi Windows: https://www.shrew.net/download/vpn

Downloads

Date Build 08 Support Download Changelog
o 2013 12 -1elease Windows ZKXPNstalT/e ¥ - Installer Clent
Jn (52013 22 1-eleace Windaws 2KXPNistar7/6 v - nstaller Client e

+ Download tap tin Installer: vpn-client-2.2.2-release.exe hoac mdai
hon néu ¢é

i véi VPN Client For Linux and BSD: https://www.shrew.net/download/ike

Downloads

Date Build Download Changelog

¥ - tar gzp archive
¥ - tar b2 archive

 -tar gzip archive
 -tar baip? archive

Jun 052013 221-release View

Apr24 2013 22 (-release View

+ Download tap tin tar bzip: ike-2.2.1-release.tgz hodc tar bzip2: ike-
2.2.1-release.tbz2 hodc mdi hon néu cé


https://www.shrew.net/download
https://www.shrew.net/download/vpn
https://www.shrew.net/download/ike

+ Cai dat (trén hé diéu hanh Windows):

Chay tap tin vpn-client-2.2.2-release.exe

~
{{) Shrew Soft VPN Client Setup

=] s

Client Setup Wizard

Soft VPN Client.

computer.

Click Next to continue,

Welcome to the Shrew Soft VPN

This wizard will guide you through the installation of Shrew

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

Mext > ] [ Cancel

-

Chon Next va tiép tuc cai dat

-
(@) Shrew Soft VPN Client Setup

Software Edition I’}
Choose the software edition you would like to install.

Flease select one of the following options:

() Professional Edition

This edition offers all the Standard edition features as well as several features that may be
helpful for users connecting to a corporate LAN, It will install with a 14 day evaluation period
limit. To use the Professional version after the evaluation period has expired, a dient license

This edition provides a robust feature set that allows the user to connect to a wide range of
open source and commercial gateways. Itis free for both personal and commerdal use.
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Chon Standard Edition va chon Next:



-
@ Shrew Soft VPN Client Setup =

License km rsm SOFT.
Flease review the license terms before installing Shrew Soft VPN
Client. b

Press Page Down to see the rest of the agreement.

(Copyright (c) 2006-2013 Shrew Soft Inc. (www.shrew.net)
All rights reserved.

[l »

SHREW SOFT VPN CLIENT
STANDARD EDITION
SOFTWARE LICENSE AGREEMENT

Redistribution in binary form is permitted for both personal and commercial use provided
that the following conditions are met:

1) Modification or removal of any portion of this software package prior to redistributon =

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Shrew Soft VPN Client.

Mullsoft Install System vz, 46

< Back H 1 Agree ][ Cancel
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Chon | Agree va nhan Next:

.
@ Shrew Soft VPN Client Setup ]
Choose Components W™ shmew sorr
Choose which features of Shrew Soft VPN Client you want to
install. b
I
bg

Check the components you want to install and uncheck the components you don't want to
install, Click Next to continue,

Select components to install Desizin
Position wour rouse

Program Files aver a companent ko
Network Drivers see jbs description,
IKE/IPsec Services

Start Menu Shortcuts

esktop Shortouts

Space required: 12.8MB

ullsoft Install System w2, 46

[ < Back ][ Mext > ][ Cancel

Chon cac muc mac dinh va nhan Next:

-
@ Shrew 5oft VPN Client Setup =

Choose Install Location rm SOFT.
Choose the folder in which to install Shrew Soft VPN Client.

Setup will install Shrew Soft WPN Client in the following folder, To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Destination Folder

C:\Program Files\ShrewSoft\WPN Client]

Space required: 12.8MB
Space available: 132.0GE

Mullsoft Install System v2,46

< Back “ Mext = |[ Cancel




- Chon Next dé ti€n hanh cai dat
- Sau khi cai ddt thanh céng, thyc hién khéi déng hé théng.

b. C4u hinh:

- Chon Program Files, chon Shrew VPN Client, chay chuwong trinh VPN Access

Manager

. ShrewSoft VPN Client
& Uninstall File [gdit View Help
f'} VPN A s Manager =
|| VPM Do entation Add
X VPN Trace Utility

J Startup

J TightVNC

J Ultral50

J Yahoo! Messenger -

4 Back
Search programs and files p|

- Chon Add dé ti€n hanh cau hinh két n6i VPN
+ Chon tab General, phadn Host Name or IP Address: 202.78.224.37

General | Cliznt I Marne Resolution I Authenticatic) * 1"

Femote Host

Host Hame or IP Addres= Fort
T 500

Auta Configuration [ike canfig Eull -

Local Host
Adapter Mode

[Use a wirtual adapter and aszigned addresz

pTU Obtain Automatically
1380 Address

Metmaszk

+ Chon tab Client, phan IKE Fragmentation: disable



| Generall Client | MName Besalution I Authenticatic) * | *

Fire-.p[:\_“s'il Options

FAT Traverzal [ enable - ]
AT Trawversal Port 4500
K.eep-alive packet rate 159 Secs |
IE.E Fragmentation [ dizable - ]

540

Other Options

E nable Dead Peer D etection

E nable ISAKMMF Failure Matifications
E nable Client Login B anner

JEr——

| Generall Client | Mame Resolution |.-'l‘a.uthentic:atic i | b

CME S S

Enable DMS Obtain Automatically
Server Address 71
Server SAddress #2
Server Address H3
Server Address H4

O btain Saatomatically
DS Suffi=

e ) [ oo )

=,
+ Chon tab Authentication, phan Authentication Method, kéo xudng chon
Mutual PSK + XAuth

+ Chon tab Authentication, phan Local Identity, chon Identification Type:
Key Identifier va nhap tén group vao Key ID String



| Client I Mame Hesolutionl Authentication | Phaze * | *

Authentication Method | Mutual PSE + =auth - |

Lacal Identite | Remote [dentity I Credentialsl

Identification Type N
[ K.ep ldentifier - ]

Foeyp D String

t&En group

[ Sawve ] [ Carcel ]

+ Chon tab Authentication, phan Credentials, chon Pre Shared Key va nhap
mat khau group

| Client I M arne Hesolutinnl Authentication | Phage 4 | &

Authentication Method [Mutual PSE. + =fAuth v]

| Local Identity | Remote Identity | Credentials

Server Certificate dutority File N

Client Certificate File

Cliznt Private F.eyp File

Fre Shared Key
|

mat khau group

[ Sawve ] [ Cancel ]

+ Chon tab Phase 1, khong thay d6i gi



| M arme Fesolution I Authenticationl Phasze 1 I Pha:| | *

Proposal Parameters
Exchange Type [aggressive v]
DH E#change [group 2 v]
Cipher Algorithim [ auto - ] |
Cipher Key Length Bits
Hazh Algorithm [ auto - ]
F.ey Life Time limit BE400 Secs
Koew Life D ata limit 0 Kbytes
[] Enable Check Point Compatible Yendor (D
[ Save ] [ Cancel ]

+ Chon tab Phase 2, chon PFS Exchange: auto

| Auvuthentication I Phase 1 | Fhaze 2 | Palicy -] .
Froposzal Parameters
Tran=form Algorithim [ auto - ]
Transform Key Length Bit=
HMAE &lgarithnm [ st - | |
PFS E=change [ auto - ]
Compress Algarithin [ dizabled - ]

K.y Life Time limit

F.ep Life Drata limit

300 Secs

0 Kbytes

[ Save

] [Consal )

+ Chon tab Policy, khéng thay ddi gi



[ Authentication | Phase 1 | Phasze 2| Policy | ]

IFPSELC Palicy Configuration

Folicy Generation Lewvel [auto v]

[] Maintain Persistent Security Assaciations
' Obtain Topology Autormatically or Tunnel All

Remote Metwork Resource

Add kA adifi Dielete

I| | S—em—  —— ]h

+ Chon Save dé ti€n hanh lwu cau hinh VPN cho server 202.78.224.37

+ Thuc hién lai cac budc trén dé ti€n hanh cadu hinh VPN cho server
202.78.224.38

File Edit WView Help

Connect ‘ Add Modify  Delete

e 6

202.78.224,.2T7 202.78.224.38

c.K&t noi:

- Chon 202.78.224.37 hoic 202.78.224.38 va nhan nut Connect
- Xuat hién bang yéu cadu nhip Username va Password, va nhan nuit Connect



config loaded for site '202. 78,224, 37"

Credentials

Uszername |

Paszward

|  cormest || E xit ]

Sau khi két n6i thanh cdng, nuit Connect s& chuyén sang trang thai Disconnect,
trang thai tunnel enabled.

[ [ ] =l S|
Connect | Metwork

local id configured -
remote id configured

pre-zhared key mfigured

bringing up tunrel .

network, device configured =
tunnel enabled |

Credentials

Usernames I

Fassword

Dizconnect Cancel

.

Chon tab Network sé thay trang thai Status |3 Connected

ey |4:|- mg-‘

r -
g VPN onnect -

Netwark

Security Aszzociations

E ztablizhed - 1
Expired - 0O
Fail=d - O

Tunnel
Statuz - Connected
Femote Host - 20278 224 37
Tranzport Uzsed - MNAT-T RFC A/ IKE | ESF
IK.E Fragmentation - Dizabled

Dead Peer Detection - Enabled

Sau khi thue hién xong céng viéc, nhat Disconnect dé ngat két ndi VPN, tra két
néi mang vé ban dau



